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%WEWE;E Bezpecnost prakticky

* uRPF

- Kontrola spravnosti zdrojovych adres

e RTBH smeérovani

- Efektivni blokovani zdrojovych/cilovych
[P adres/rozsahu

* Anycast DNS
- ZvySeni dostupnosti DNS sluzeb

* Honeypot snadno a rychle
- SSH honeypot Kippo
* Aktualizujte!

- Windows, Java
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e Unicast Reverse Path Forwarding

- Prevence proti DoS utoku
- Testovani spravnosti zdrojov¢ IP adresy

- Zamezeni podvrzeni zdrojove IP

e [Pv4
e [Pv6 — Cisco Sup720 v SW, Sup2T v HW

- Odfiltrovano pred dalSim smérovanim
- Rychlé, testuje se v HW
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%’w uRPF - Princip

e Prohledava se Forward Information Base (FIB)
- Obsahuje = Cilovou sit’ + ,,Next-hop*

Gi1/1
TRLR-SE 192.168.1.20 CPRIRLEN 192.168.1.20 ,
_ Te1/1 Te1/1 e Gi1/2
FIB FIB
2
10.10.66.0/25 Gi1/1 10.10.66.0/25 Git/1
»|10.10.81.0/24 Tei/1 —» X |10.10.81.0/24  Te1/1
10.10.96.0/22 Git/2 10.10.96.0/22 Gi1/2
A

31.10.2013, Seminaf o bezpecnosti provozu a sluzeb



%%;g@ uRPF princip

e 2 mody

- Strict — Existuje cesta ke zdrojove adrese a je pres
stejné rozhrani jako prichozi paket?

- Loose — Existuje cesta ke zdrojove adrese?
e Null* rozhrani

- Obdoba /dev/null v Linuxu

- RFP =nevyhovuje podmince

- 1p route 10.0.0.0 255.0.0.0 NullO
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%WEW%?E uRPF konfigurace

e Cisco

- interface Gil1/1

1p verify unicast source reachable-via {rx | any}
[allow-default] [list]

- Rx — ,,strict” mod
- Any — ,,loose* mod
- Allow-default — Bere v potaz ,,defaultni* cestu

- List — ACL s povolenych seznamem IP

* Lze vyuzit pro logovani, ale bude SW zpracovavan
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s RTBH filtrovéni

 Remote Triggered Black Hole
« RFC 5635

e Filtrovani dle cilove adresy

* Vhodn¢ pro sité€ s vice smerovaci

- ZaloZeno na BGP a redistribuci cest
e . Pravidlo* vloZzeno pouze na jeden prvek

- Stejného vysledku lze dosahnout pomoci ACL
 Slozite u velkého mnoZzstvi smérovaci

- Lze automatizovat

- Lze pouzit open-source nastroje pro smérovani

* Quagga, Bird, ...

31.10.2013, Seminaf o bezpecnosti provozu a sluzeb



CESNET v 7 v y
Priprava prostredi

j_ Trigger Router

1
Attacker 1 .
\I L]
\
nl x‘ / (config)# route-map RTBH
— (config-route-map)# match tag 666
= ol BGP updates (config-route-map)# set ip next-hop 192.0.2.1
(config-route-map)# set origin igp

(config-route-map)# set community no-export

ip route 192.0.2.1 255.255.255.255 Null0

RI/

T D (config)# router bgp 65090
1 (config-router)# redistribute static route-map RTEH

147.228.254.124
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CESNET

il N Trigger Router

Filtrovani dle cile

ip route 147.228.254.124 255.255.255.255 Null0 tag 666

BGP updates

31.10.2013, Seminaf o bezpecnosti provozu a sluzeb

(config)# route-map RTBH
(config-route-map)# match tag 666
(config-route-map)# set ip next-hop 192.0.2.1
(config-route-map)# set origin igp
(config-route-map)# set community no-export

(config)# router bgp 65090
(config-router)# redistribute static route-map RTEBH

—
www
147.228.254.124




CESNET

Priprava prostredi

* Bylo by vhodné blokovat 1 podle zdrojovych IP

Stejny scenar + uRPF | loose mod

ttacker 1
ey 1 1.1.1

Trigger Router

\‘ /qm
— 7 BGP updates
User
ip verify unicast source reathahle-wa any i
ip route 192.0.2.1 255.255.255.255 Null0 S T o
R2 /. o,
Attacker 2 i Mg
- T
[ z 2.2.2 ; ":L-
i_.?
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(config)# route-map RTBH
(config-route-map)# match tag 666
(config-route-map)# set ip next-hop 192.0.2.1
(config-route-map)# set origin igp
(config-route-map)# set community no-export

(config)# router bgp 65090
(config-router)# redistribute static route-map RTBH

=
www
147.228.254.124
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%’w Filtrovani dle zdrojovée IP

‘r‘«ttacker 1
1111 :
Trigger Router

e

S ip route 1.1.1.1 255.255.255.255 Null0 tag 666

ip route 2.2.2.2 255.255.255.255 Null0 tag 666

I!J

_! (config)# route-map RTBH
=" —. (config-route-map)# match tag 666
User - BGP updates (config-route-map)# set ip next-hop 192.0.2.1

(config-route-map)# set origin igp

\ - (config-route-map)# set community no-export
ip verify unicast source reachable-via any
ip route 192.0.2.1 255.255.255.255 Null0 (config)# router bgp 65090
R2 / BT (config-router)# redistribute static route-map RTBH
Attacker 2 > il T
2222 T a5
E! SO il :
— ;..'-*

147.228.254.124
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%Eﬂ"%gm Anycast DNS

e Motivace
- Jednoducha konfigurace klientu — jedna polozka
- Rozlozeni zatéze
- OS hufe pracuji se sekundarnim DNS
- Odolnost proti1 DoS
e Spojeni s dynamickym smérovanim
- Quagga, Bird
e Ovérene feSeni
- Korenove DNS servery

- 13 serveru (A-M), 10 anycastem ~ 300 realnych
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ESNET

Anycast DNS
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%’w Anycast DNS prakticky

[10:1 Link encap:Local Loopback

inet addr:10.99.1.1 Mask:255.255.255.255
nameserver 10.99.1.1 (
nameserver 10.10.10.10 E l?;ii::i:::t 20
er
S R2 DNS Server 2
—1

router ospf
10.10.20.10 ospf router-id 10.10.20.10
log-adjacency-changes detail
network 10.99.1.1/32 area 0.0.0.20
network 10.10.20.0/24 area 0.0.0.20

lo:1 Link encap:Local Loopback
inet addr:10.99.1.1 Mask:255.255.255.255

interface lo

ip ospf cost 1

router ospf E
ospf router-id 10.10.10.10 [ |
—

OSPF

R3

lo:1 Link encap:Local Loophack

inet addr:10.99.1.1 Mask:255.255.255.255
log-adjacency-changes detail

DNS S 1
network 10.99.1.1/32 area 0.0.0.10 erver

[interface lo
ip ospf cost 30

10.10.10.10
network 10.10.10.0/24 area 0.0.0.10

i

router ospf 65090
distribute-list prefix DNS_ANYCAST _IN in Vlan XY

ey [router ospf

. - ) DNS Server 3 ospf router-id 10.10.30.10

ip prefix-list DNS_ANYCAST_IN seq 10 permit 10.99.1.1/32 10.10.30.10 log-adjacency-changes detail
network 10.99.1.1/32 area 0.0.0.30
network 10.10.30.0/24 area 0.0.0.30
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%Eﬂ"%gm Anycast prakticky

e Testovaci skripty

- Pokud nejede ,,Bind* démon, tak shodime OSPF
démona

e Podle priority OSPF lze definovat preferenci serveru
e ZabezpeCeni OSPF komunikace

e ZlepSeni konvergence nastavenim OSPF , timeoutu*
- ,,Hello%, ,,Dead*

 Pomoci Netflow lze zjistit, kdo stale nepouziva
anycastovou adresu
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ﬁCESN ET Klpp()

e SSH honeypot se stfedni mirou interakce

e Jednoducha instalace

- Python

- MySQL databaze

- Vyborny HP pro zacatek
* Loguje utoky hrubou silou
e Virtualni prostredi

e Zaznamenava kompletni spojeni (session)

- Po odhlaseni neodhlasi :-)
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ﬁiiicl"""""E""""S"""""N'_ET Kippo uvnitt

* Vizualni kopie Debianu
- Uto&nik ma pocit pfitomnosti v realném systému
e Muze spoustét systémove prikazy
- Lze stahovat soubory (lze je zobrazit)
- ,,Pingnout® IP adresy
e Systémove prikazy
- Preddefinovane
e Pouze vypis statického souboru (ifconfig, dmesg)
- Dynamicke
e Staticka Cast + dynamicka (ping, ssh, wget)
e Python moduly
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CESNET o , v r rae
uvodni vylepSena sit

Syslo
R1 ysIog

Netflow,
Mgmt: VLANL AAA
Syslog )
Netflow |i

Administrators Remote client
— &

DROP | |
Dst ports: 25, 135 - 139, 445, 161| q
Src IP: our IP range, RFC 6890 [ VPN -

| VLAN 99

R2
| Mgmt: VLAN1 i e e

VLAN 100 (DB Servers)

ﬂﬁ 88
\ VLAN 200 (VolP Servers)
588

: Servers 1
Network analyzer : q

DMNS Primary
=
i
; &)
p —

Mgmt: VLAN1
Netflow collector
Systlfog 1 Monitoring
Netflow l DHCP  (Nagios)
AAA

(802.1x)
VLAN30  MAC limit '

(802.1x) DAL, IPSG

DHCP snuupmg
MAC limit Clients S Secondary

IPv6 Guard DN
DHCP snooping
DA, IPSG \S
IPv6 Guards ﬂ
/ DHCP
AAA Server

_)Honeypot
'D -’
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CESNET

Dalsi vylepseni

DROP |
Dst ports: 25, 135 - 139, 445, 161|
Src IP: our IP range, RFC 6890

uRPF (loose mode) I

RTBH Routing I
R1

Mgmt: VLANL |

Syslog

Network analyzer

Mgmt: VLAN1

Syslog

Netflow

AAA

uRPF

VLAN 30
(802.1x)
MAC limit Clients
DHCP snooping
DA, IPSG
IPv6 Guards /
L} a
_— Honeypot
=5
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Administrators Remote client
—
R2 -i VPN
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Netflow
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uRPE ﬂ
—&— 998
\ VLAN 200 (VolP Servers)

Servers 1 /i

DNS Primary

' ﬂ ﬂ Netﬂouiluector

Monitoring
! DHCP  (Nagios)

(802.1x) !
MAC limit

I
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DAI, IPSG F S ANYCAST DNS
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g SW"'
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wWww 2
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Aktualizujte!

e Aktual
e Aktual

1zace vylepsi funkCnost systemu

1zace nejsou jen pro zlepSeni uzivatelova

pohod]
e Pokud

i, ale pro odstranéni zranitelnosti

je chyba v aplikaci, tak an1 dobry FW

nepomuze

e Aktualizujte.

31.10.2013, Seminaft
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CESNET , v
%%W“”* Forenzni laborator

e Z115téni vektoru utoku (Sifeni malware)

e Prokazani poruSovani smérnic a provoznich radu
uzivatelem

 Monitoring nakladani se specifikovanymi
dokumenty

e https://csirt.cesnet.cz/FLAB/

LAB
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D¢kujt za pozornost.
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